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The First Step...

If you are reading this, you have
already taken a brave step.

Technology can be a powerful tool, but in the wrong hands,
it can be used to monitor, manipulate, and harm. This
guide is here to help you take back control of your digital
life with practical, survivor-focused cybersecurity tips.

You deserve safety, both offline and online.
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Protect Your
Accounts

Use strong passwords

Strong passwords make it harder for anyone to access your accounts,
like your emails, social media and other online accounts.

Option 1: Create Strong Passwords or Passphrases

A good password should be at least 14 characters long and include letters,
numbers and symbols.

Even better, use a passphrase. This is a string of words or a sentence only you
would know and is easier to remember, like:

My favourite meal is Grandma'’s lasagna every Sunday at 5!

You can tweak that by using the first letter of each word, and add numbers,
special characters, and mix upper/lower case:

‘MfMiGr4las@5sun!’

The longer the password or passphrase, the stronger it is. Make it memorable,
but hard to guess. You can usually also include spaces as part of your password
or passphrase.

Option 2: Use Four Random Words

Use a series of random, unrelated words. like:
‘Cidnas Bothar Cailin Bainne’

Add punctuation or numbers if you wish:
‘Ciunas!Béthar7Cailin$Bainne’

Avoid:

» Using the same passwords across different accounts and websites.
e Using names, pet names, birthdays, or anything an abuser might know.
* Writing passwords down in obvious places.

Use a different, strong password or passphrase for each account and change
your passwords regularly.
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Protect Your
Accounts

Use strong passwords

Option 3: Use a Password Manager

Use a tool like Bitwarden or 1Password to create, manage and safely store you
passwords.

Password managers can also generate strong, complex passwords with
random letters, numbers, and symbols, like:

‘B4@#f1leTQx7wW90xpWZz’

With a password manager, you only need to remember one master password
- the one you use to log in to the password manager. Use one of the options
before to create a strong password or passphrase for your password manager.

Enable multi-step authentication

Also known as ‘Multi-Factor Authentication (MFA)’, or
‘Two-Factor Authentication (when only two steps).

Turn on an extra step to log in to your accounts wherever possible.
This adds an extra layer of security, so the abuser needs more than
just a password or passphrase to access your accounts. Most apps
these days support MFA usage.

Use an app like Microsoft Authenticator or Authy instead of getting
codes by text or SMS as these can be intercepted.

See pages 14-15 for instructions on how to enable Multi-Factor
Authentication for your email and social media accounts.
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https://bitwarden.com/
https://1password.com/

Secure Your EXXX] —
Devices v

]
Use strong passwords

Use strong passwords (or PINs) to log in to your phone, tablet, laptop
and other devices.

e Use a different log in (password or PIN) for each device.

e Where using a PIN or passcode, use at least 6 digits (avoid easy patterns like
123456 or 111222).

e Don't share your login details with anyone you do not fully trust.

e Change your login details regularly or immediately if you suspect someone
you don't trust knows them.

Check for spyware or monitoring apps _1_T

If your device feels unusually slow, the battery is draining quickly, _@_

or you notice odd behaviour like unfamiliar apps or your settings L | -
changing, it could mean tracking software was installed.

Use trusted anti-malware tools like Malwarebytes, Norton, or Lookout
Security to scan your device. If possible, have your device scanned at a
tech support centre or by a trusted friend.

If the problem persists, back up your important files and do a factory
reset on the device, then reinstall your apps one by one.

Red flags to look for:

e Battery drains faster than usual

The phone feels warm or active when not in use
Unfamiliar apps you didn't install

Unexpected texts with codes or links

Spikes in data usage

If anything feels off, trust your instincts and check.

See pages 20-21 for instructions on how to scan your mobile devices
for spyware.
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Secure Your EXXX] —
Devices v

Consider a clean device

If you believe your current phone or computer is compromised, try using support
services from a public library, a domestic abuse service or refuge, or use a trusted
friend's device.

Alternatively, consider getting a second “clean” device, known only to you. Use
this for any communication you want to keep private.

Be aware of smart tech & tracking

Turn off location tracking on your devices.
e On iPhone: Settings > Privacy > Location Services.

e On Android: Settings > Location > App Permissions.

Only ever activate services (location, Wi-Fi, Bluetooth, NFC, etc.)
when you need to use them.

Check for Bluetooth Trackers

AirTags, Tiles, and other trackers can be hidden in bags, cars, or clothing.
If you have an iPhone, it will alert you if an unknown AirTag is nearby.
For Android, use the Tracker Detect app.

Disable smart home devices

Smart home devices (cameras, thermostats, smart speakers) can be used
to spy on or intimidate you. If you suspect this, consider disabling or
unplugging them or seek tech help from a shelter..

See pages 18-19 for instructions on how to scan for Bluetooth trackers.
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Hide Your
Digital
Footprint

Use private/incognito browsing

Use private or incognito browsing so your browsing history and online
activity is not saved on your own or shared devices.

On Chrome, Edge or Firefox: Press Ctrl + Shift + N (Windows) or
Command + Shift + N (Mac) to open a private window.

Clear browser history and cookies
Clear browser history and cookies after visiting sites you do not want the abuser or

someone else to see.

e Chrome: Go to Settings » Privacy » Clear Browsing Data
» Edge: Go to Settings » Privacy, search and services » Clear Browsing Data
» Safari: Preferences - Privacy » Manage Website Data » Remove All

You can also set your history to delete when you close or exit the browser.

Use secure browsers

Use secure browsers like Firefox or DuckDuckGo they have strong privacy
settings. If you need maximum anonymity, try Tor Browser, which hides
your |IP address and location.

Use VPNs

Use a VPN (a Virtual Private Network) to keep your internet connection and
activity private and secure. Services like ProtonVPN or Mullvad don't track
what you do online, are beginner-friendly and are easy to use.

See pages 12-13 for instructions on how to clear your browsing history.
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Create Safe
Communication
Channels

Use secure messaging apps

Signal is the gold standard — it is free, open-source, and offers
disappearing messages and strong encryption. WhatsApp is also end-
to-end encrypted.

Create a new email account

Create a new email account that your abuser doesn’t know about, and
use it only for support services. For extra privacy, consider secure
providers like ProtonMail or Tutanota.

Set up call forwarding or use a second
phone number

Set up call forwarding or use secondary phone numbers, like Google
Voice or Burner apps to safely safe coommunication with advocates or
Gardai.
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Save Evidence
Safely

Use screenshots

Screenshot abusive messages or behaviour. On phones, press the
side and volume buttons together (varies by device).

Rename files with neutral labels (like "taxes2023.jpg") to hide them.
For messages on apps such as Snapchat where screenshotting alerts
the sender, use your second phone to record the messages.

Back up to the cloud

Use cloud storage to keep backups. Upload evidence to Google
Drive, Dropbox, or ProtonDrive using a hidden or encrypted folder.
Name folders something non-descript.

Email evidence

Email evidence to yourself at your new private email, or to a trusted
friend or advocate, and delete the email from your sent items and
deleted items folders.

See pages 16-17 for instructions on how to take and safely save
screenshots.
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e N/

Seek Digital
Support Safely

Use ‘emergency exit’' on websites

Use websites with emergency exit buttons. Click to leave the website
immeddiately and go to a safe website.

Use neutral bookmarks

Bookmark support sites under neutral names like ‘health’ or ‘work project’.

Reach out...

Reach out to cyber advocates and domestic abuse services like:

Stryve

Resources - Safety Net Project

Get Help - Safe Ireland

Get help - Women's Aid

Domestic Abuse Service - COPE Galway

Domestic violence and abuse - Citizens Information

Domestic abuse - Garda
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https://www.techsafety.org/resources
https://www.safeireland.ie/get-help/
https://www.womensaid.ie/get-help/
https://www.copegalway.ie/domestic-abuse-service/
https://www.citizensinformation.ie/en/birth-family-relationships/problems-in-marriages-and-other-relationships/domestic-violence-and-abuse/
https://www.garda.ie/en/crime/domestic-abuse/domestic-abuse.html

You are not alone

Every step you take to protect yourself is powerful.

You are not overreacting.
You are not imagining things.

You are taking control!

For more information and support, contact
your local domestic abuse service

Safe Ireland Ireland - WHERE TO FIND HELP
(Use the ‘Exit this website NOW' button if needed)

In Galway, call the COPE Galway Domestic Abuse Service
confidential helpline.

Call 091 565 985
(24 hours. Everyday)

If you are in immediate danger,
please call the Gardai on 999 or 112.
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https://www.safeireland.ie/get-help/where-to-find-help/

How to...
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How to clear history

and cookies after L
browsing the internet

On a Windows or Mac Computer
c Chrome
. 1.Click the three dots (top-right corner).

2.Go to Settings > Privacy and Security > Clear browsing data.
3.Choose a time range (select ‘All time’ for a full clean).
4.Check:

o Browsing history

o Cookies and other site data

o Cached images and files
5.Click ‘Clear data’.

’ “  Firefox
L 1.Click the three lines (top-right corner).

2.Go to Settings > Privacy & Security.
3.Scroll to Cookies and Site Data > Click Clear Data.

4.Check both options and click Clear.

4 Microsoft Edge
| 1.Click the three dots > Settings.

2.Go to Privacy, search, and services.
3.Under Clear browsing data, click Choose what to clear.
4. Select:
o Browsing history
o Cookies and other site data
o Cached images and files
5.Click Clear now.

Safari (Mac)
1.Go to Safari > Clear History, choose the time range and confirm.
2.For cookies: Go to Safari > Preferences > Privacy >manage Website

Data > Remove All.
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and cookies after L
browsing the internet

How to clear history

On a mobile phone or tablet

Chrome (Android or iPhone)
. 1.Tap the three dots (top-right).
2.Tap History > Clear browsing data.
3.Select:
o Browsing history
o Cookies and site data

o Cached images and files
4. Tap Clear data.

Safari (iPhone)
1.Go to Settings > Safari.
2.Scroll down and tap Clear History and Website Data.
3.Confirm by tapping Clear History and Data.

Extra Private Browsing Tips

e Use Incognito/Private mode when searching sensitive topics:
o Chrome/Firefox: Ctrl+Shift+N (Windows) or Cmd+Shift+N (Mac)
o Safari: Tap the tabs icon > Private

e Log out of shared accounts after use.

e Use a browser like DuckDuckGo or Tor for stronger privacy.
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Enable multi-factor

authentication
on your email

Gmail (Google)
M Go to: myaccount.google.com/security
Under “Signing in to Google” click 2-Step Verification.
Click Get Started and follow the prompts.
Choose a method:
e Authenticator app (recommended!)
e Text message or voice call

Outlook/Hotmail (Microsoft)

L/ . .
Go to: account.microsoft.com/security
Click Advanced security options.
Under “Additional security” click Turn on two-step verification.

Set up with a mobile app or text.

o ProtonMail
] Login and go to Settings > Security.

Click Enable Two-Factor Authentication.
Scan the QR code with an authenticator app.
Enter the 6-digit code to confirm.

ProtonMail

Recommended Authenticator Apps

« Google Authenticator
« Authy (allows backup & syncing)
« Microsoft Authenticator

REMEMBER:
Only use an authenticator app tied to your private, secure device.
Avoid SMS if an abuser has access to your texts.
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Enable multi-factor

authentication
on your social media

Instagram

Tap your profile > Menu (=) > Settings and Privacy > Accounts Centre.
Tap Password and security > Two-factor authentication.
Select your Instagram account and enable with:

e Authenticator app (recommended!)

e Text message or voice call

X (formerly Twitter)

Go to Settings and privacy > Security and account access > Security.
Select Two-factor authentication.
Choose app, text, or security key.

TikTok

Go to Profile > Menu (=) > Settings and Privacy > Security >
2-step verification.

Choose your method (SMS or Email).

Facebook

Go to Settings & Privacy > Settings > Security and Login.
Scroll to Use two-factor authentication.
Choose your method:

e Authentication app (preferred)

e Text message (SMS)

Stryve
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How to screenshot

abusive
messages

On a mobile phone

iPhone

e iPhone with Face ID: Press the Side button + Volume Up at the same time.
e iPhone with Home Button: Press the Home button + Side button (or Top
button) at the same time.

Screenshots save automatically to your Photos app.

Android

1.Most Android phones: Press Power button + Volume Down at the same time.
2.1f that doesn’t work, swipe down from the top and look for a Screenshot option
in the quick menu.

On a computer

Windows

e Press Windows + Shift + S: your screen will dim and you can click/drag to
capture the message.
e The screenshot is copied to your clipboard - paste it into a folder or document.

Mac

e Press Command + Shift + 4: click and drag to capture a section.
e |t saves to your Desktop by default.
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How to screenshot

abusive
messages

Save screenshots safely

e Rename screenshots with neutral names like “groceries.png” or
“invoice2024.jpg".

e Move them to a hidden or encrypted folder:

e Use apps like Proton Drive, Google Drive (with a private account), or a USB
drive you can hide.

e Email copies to yourself using a secret email account or to a trusted advocate.

Avoid saving them in your regular photo gallery if someone else
has access to your phone.

e If you feel unsafe keeping them on your phone, upload them immediately to
cloud storage or email and delete from the device.

e If your abuser has access to your accounts or devices, consider taking the
screenshot from a borrowed or clean device.
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How to scan for

Bluetooth
Trackers

On an iPhone

iAutomatic AirTag Alerts

e iPhones automatically alert you if an unknown AirTag is moving with you.
e If you get a notification like “AirTag Found Moving With You":
a.Tap it to view the tracker’s location history.
b.You can make the AirTag play a sound to help find it.
c.You'll see instructions to disable it (by removing the battery or tapping with
your phone).

Manually Check Bluetooth Devices

1.Go to Settings > Bluetooth.
2.Look for unknown devices in the list.
3.Tap the (D next to suspicious devices and choose Forget This Device.

On an Android Phone

Install a Bluetooth Tracker Scanner

Use one or both of these apps (free and trusted):
e Tracker Detect by Apple
o Designed specifically to find AirTags and similar trackers.
e AirGuard (more advanced)
o Detects a wide range of trackers, not just AirTags.

How to Use

e Open the app and tap Scan.
e If a tracker is found, the app will show its ID and whether it's moving with you.
e Tap to play a sound, then locate and disable or remove the tracker.
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How to scan for

Bluetooth
Trackers

What to do if you find one

e AirTag: Twist the back open and remove the battery to stop tracking.
e Tile: It doesn't make sound unless triggered through the app, but you can
remove or destroy it.

If you're unsure how to disable a tracker, take it to a domestic
violence advocate, the Gardai, or tech expert you trust.

Tips for Staying Safe

e Check your bags, car, coat pockets, and pet collars regularly.
e Carry a Bluetooth scanner app and scan often if you suspect tracking.
e |f possible, keep a spare phone or device just for scanning.
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How to scan a

Mmobile device for
spyware

For Android Devices

Step 1: Check for Unknown Apps

1.Go to Settings > Apps (or Apps & Notifications).

2.Scroll the list. Look for apps you don't recognise, especially ones
without icons or suspicious names.

3.Google their names if unsure.

Step 2: Run an Anti-Spyware App
Download one of these trusted, free tools from the Google Play Store:

* Malwarebytes Mobile Security
e Avast Mobile Security
» Bitdefender Mobile Security

These scan your phone for spyware, stalkerware, and keyloggers

Step 3: Review Device Admins

1.Go to Settings > Security > Device Admin Apps.
2.Disable any suspicious apps with admin rights.

Step 4: Review Device Admins
Booting into Safe Mode temporarily disables all third-party apps:

e Press and hold the Power button, then tap and hold Power Off >
Tap OK to reboot in Safe Mode.
» See if weird behaviour stops.
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How to scan a

Mmobile device for
spyware

For iPhones (iOS)

iPhones are more secure by design, but spyware can still
be installed - especially if the phone is jailbroken or someone
had physical access.

& oS

Step 1: Check for Unusual Apps

e Spyware may disguise itself with bland icons or hide in folders.
» Go to Settings > General > iPhone Storage to see a full app list.

Step 2: Check Device Management

e Go to Settings > General > VPN & Device Management.
e ook for unfamiliar profiles or device management software - this
can be used to control the phone remotely

Step 3: Install Anti-Spyware Apps
Apple limits what apps can scan, but you can use:

e Lookout Personal for iOS
e Verify (helps detect tampering)

Step 4: Reset to Factory Settings (if needed)

If you're still unsure, and especially if you believe spyware was
installed:

e Back up only what you need
e Then go to Settings > General > Transfer or Reset iPhone > Erase
All Content and Settings

Be sure to set up the phone as new, not from a potentially
compromised backup.
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How to scan a

Mmobile device for
spyware

Extra Tips...

e Use a trusted device (friend’s phone or library computer) to
download security apps if needed.

e Ifyou're in immediate danger, consider switching to a new phone
with a new account and SIM card.

e Visit TechSafety.org for support tailored to survivors of digital
abuse.
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https://www.techsafety.org/resources

How to clean

.

spyware from a I sPrwage

A spyware threat
has been detected

mobile device e 3

OK

»

e ———

For Android Devices

Step 1: Delete Suspicious Apps

1.Go to Settings > Apps or Apps & Notifications.
2.Tap each app you don't recognise or trust.
3. Tap Uninstall.

Can't uninstall it? It might have admin rights.

Step 2: Remove Device Admin Access

1.Go to Settings > Security > Device Admin Apps.
2.Uncheck suspicious apps.
3.Try uninstalling them again.

Step 3: Run a Trusted Anti-Malware Tool
Install and run:

e Malwarebytes Mobile Security
e Avast Mobile Security
e Bitdefender

These apps will scan your phone and remove malware or spyware.

Step 4: Factory Reset (as a last resort)
If you still feel unsafe:

1.Back up important photos, contacts, and files.
2.Go to Settings > System > Reset > Factory Data Reset.
3.Set up your phone as new - not from a backup.
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How to clean
spyware from a SPYWARE

A spyware threat
has been detected

mobile device e 3

.

For iPhones (iOS)

iPhones are more locked-down, but spyware can still sneak
in - especially with physical access or jailbreak.

Step 1: Remove Device Management Profiles

1.Go to Settings > General > VPN & Device Management.
2.Remove unfamiliar profiles or remote management settings.

Step 2: Check for Jailbreak

e |f you see apps like Cydia, Checkraln, or Sileo, your phone may be jailbroken.
e Jailbreaking can allow spyware to install.

In this case, reset your phone immediately.

Step 3: Restore from Factory Settings

1.Go to Settings > General > Transfer or Reset iPhone > Erase All Content and
Settings.
2.Set up your phone as new - not from a backup.

If you can, set up a new Apple ID with a private email address your abuser doesn’t
know.

Extra Safety Tips

* Change your passwords after cleaning your device, especially email, social
media, and cloud storage.

e Use an authenticator app (not SMS) for MFA on all accounts.

 |If you're not confident doing this yourself, seek tech support from a domestic
abuse service or trusted advocate.

e Consider switching to a new phone if yours feels compromised beyond repair.
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How to install

and use a VPN

On a phone (Android or iPhone

1.Go to the App Store (iPhone) or Google Play Store (Android).
2.Search for and install a reputable VPN app like:
o ProtonVPN (free & privacy-focused)
o Mullvad VPN (no personal info required)
o NordVPN, Surfshark, or ExpressVPN (popular paid options)
3.0pen the app and create a secure account (use a new, private email address if
needed).
4. Follow setup instructions:
o You may need to grant VPN permissions.
o Choose to connect automatically on device startup (recommended).
5.Tap “Connect” — you're now protected!

On a computer (Windows or Mac)

1.Visit the VPN provider's website (e.g.: protonvpn.com, mullvad.net).
2.Download the app for your system.
3.Install and launch the VPN.

4.Sign in or create an account.
5.Click "Connect” - the VPN will route your connection through a secure server.

@ COPE Galway
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https://protonvpn.com/
https://mullvad.net/

How to install

and use a VPN

Choosing a VPN server

e Nearby server means a faster connection.

e Another country = good if you want to appear in a different region (for access or
safety).

Use a neutral country to avoid suspicion if needed.

e Use a VPN anytime you go online, especially when:

o Accessing support sites

o Messaging advocates

o Using public Wi-Fi
e Don't use free VPNs with ads or unclear privacy policies - they can be unsafe.
e Use “kill switch” feature (in settings) to stop internet if VPN disconnects.

REMEMBER

e Try to install and use the VPN from a clean device (library computer, friend'’s
phone, or safe phone).

e Don't save passwords if your abuser might access the device.

e Combine VPN use with private browsing and clearing history regularly.
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How to backup files

to secure online
storage

Backup to cloud storage

Some Recommended Secure Options:

Proton Drive (privacy-first, encrypted): proton.me/drive

Google Drive (with a secret/private account): drive.google.com

Dropbox (can be encrypted with password-protected files): dropbox.com
Tutanota Drive (encrypted, from the creators of Tutanota email):

tutanota.com

From a Phone

1.Download the cloud storage app (Proton Drive, Google Drive, Dropbox,

etc.).
2.Log in with your private account (not one the abuser knows).

3. Tap the “+" or upload icon.
4.Choose Upload file/photo.
5.Select your screenshots, documents, or recordings.

Use folder names that won't raise suspicion (like “School” or “Receipts”).

From a Computer

e Go to the storage website (like drive.google.com or proton.me/drive).
e Sign in with your private/secure email.

e Click Upload or drag and drop files into the window.

e Organise into folders if needed (again, use neutral names).

@ COPE Galway
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https://drive.google.com/
https://dropbox.com/
https://tutanota.com/
https://drive.google.com/

How to backup files

to secure online
storage

Extra Privacy Tips

* Encrypt sensitive files before uploading:
o On Windows: Right-click > “Send to” > “Compressed (zipped) folder”, then
add a password with a tool like 7-Zip.
o On Mac: Use Disk Utility to create a password-protected disk image.
e Turn off auto-sync if you're worried about someone seeing what's being
uploaded.
e Log out of the storage app when you're done and clear recent activity if
needed.

Avoid These Mistakes

e Don't use cloud accounts linked to shared emails or devices.

* Don't leave files with obvious names like “abuse-evidence.jpg”.

e Don't set apps to auto-save photos or files unless you're sure your device is
secure.
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